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(57)  The present invention provides a method and
system for using Quality of Service (QoS) for already
established Web-based Real Time Communication (We-
bRTC) like Voice- and Video-Telephony while the We-
bRTC Clients are connected to an Evolved Packet Sys-
tem (EPS) mobile network infrastructure according
3GGP Rel. 8 as well as to an Internet Protocol (IP) Mul-
timedia Subsystem Core network. To implement this new
QoS method for already established WebRTC commu-
nication paths, a new architecture, reusing typically
IMS-based network entities and new networks elements
especially designed for this dynamically QoS Signalling
are introduced. The new entities named WebRTC Client
with QoS Awareness, WebRTC QoS Signalling Function
(WQSF) and an eP-CSCF*, and typical Call Flow are
described.

Method and system for QoS-based WebRTC access to an evolved packet system (EPS)
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Description

[0001] The presentinvention relates to support Quality
of Service (QoS) using Web Real Time Communication
(WebRTC) based clients integrated in mobile devices
conformed to 3GPP Release 8 Public Land Mobile Net-
work (PLMN) infrastructure. The IP Multimedia Subsys-
tem (IMS) is an integrated part inside the 3GPP Release
8 network architecture as a session control layer.
[0002] A new upcoming framework named WebRTC
enriches ordinary web browsers with real-time commu-
nication functions offering High-Definition (HD) audio and
video exchange bidirectionally, without any further instal-
lation of plugins or applications. It is based on the Hyper-
text Markup Language in Version 5 (HTML5).

[0003] WebRTC is an open project initiated by Google
Incorporated and is still under development and in the
standardization process. The World Wide Web Consor-
tium (W3C) is responsible for the web developer Appli-
cation Programming Interface (API) and the Internet En-
gineering Task Force (IETF) for all corresponding proto-
cols in an active working group named "Real-Time Com-
munication in WEB-browsers - RTCweb" [1].

[0004] Current relevant standard documents are the
W3C working draft "WebRTC 1.0: Real-time communi-
cation between browsers" [2] and also the IETF draft "Re-
al Time Protocols for Browser-based Applications" [3].
[0005] WebRTC does not define any particular signal-
ing protocol. Thatis why developers can choose the most
appropriate protocol for their special use case. So it is
possible to do a fast implementation of new communica-
tion features.

[0006] The generic architecture of a WebRTC Client
with its components and interfaces is described in Fig.
1 based on [3].

[0007] The basic components in the figure can be de-
scribed as follows:

*  Webserver provides the client’s web application and
includes a server component to handle the signaling
traffic.

*  Browseris a generic web browser which is capable
of the general (Other) Browser Functions as well as
the Browser RTC Function.

*  Web application is executed by the Browser. The
Web application makes use of the integrated Brows-
er RTC Function via the RCT APls.

*  Browser RTC Function is the WebRTC component
that provides Voice, Video and Transport Engines.

*  Signaling Path is the communication channel used
to transport the signaling information between the
participating entities.

* Media Path is the communication channel used to
transport the payload data. It provides secure en-
crypted connection between the endpoints by using
SRTP.

»  Session Traversal Utilities for NAT (STUN) Connec-
tion is used to connect to a STUN server in order to
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bypass NAT restrictions.

[0008] For running a WebRTC client successfully, a
capable web browser with Browser RTC functionality
may be used. Currently, web browsers like Google
Chrome, Mozilla Firefox, and Opera provide this compo-
nent by default.

[0009] Since 3GPP Release 8, Public Land Mobile Net-
works (PLMN) are characterized by using an architecture
approach named Evolved Packet System (EPS). The
EPS includes the User Equipment (UE), the evolved
UMTS Terrestrial Radio Access Network (E-UTRAN)
with its Long Term Evolution (LTE) based radio access
technology and the Evolved Packet Core (EPC) with its
core components named Serving Gateway (SGW),
Packet Data Network Gateway (PDN GW), Mobility Man-
agement Entity (MME), and Home Subscriber Server
(HSS) [4]. This system has its own mechanisms for Qual-
ity of Service incorporated into the network components,
called EPS-Bearer. Fig. 2, taken from [5], depicts this
EPS Bearer which is correlated with the overall Bearer
based End-to-End QoS concept of the 3GPP network
infrastructure. The detailed description can be found in
[5]. In order to fulfil certain media delivery requirements,
the establishmentof multiple EPS Bearers for certain pur-
poses is possible. Each EPS Bearer has its own QoS
mechanism allowing classification of the data traffic into
9 QoS Class Identifiers (QCI) [6]. On demand of appli-
cations, the UE or the network may request and enforce
the establishment of a Dedicated Bearer for specific data
flows and with a specific QCI [6]. Each QCI has its own
Resource-Type, Priority, Packet-Delay-Budget, and
Packet-Error-Loss-Rate. Hence, high performance criti-
cal applications like conversational voice will be classified
with the QCI 1. Another delay and data rate critical ap-
plication such as conversational video will have QCI 2
etc. Both examples will benefit from a low packet-delay-
budgetandaguaranteed bitrate onthe established chan-
nel. Other applications may be classified as background
traffic (like E-Mail synchronization) and will be handled
with a lower priority QCI such as 7 to 9, which has low
resource requirements on the network path.

[0010] The 3GPP proposes a conceptto integrate We-
bRTC functionality into the already existing overall net-
work architecture. Fig. 3 shows the Annex U of 3GPP
TS 23.228 V12.5.0 [7] which specifies a network-based
architecture to support WebRTC clients accessing the
IMS network. The basic components in the figure can be
described as follow:

e User Equipment (UE) includes the end user device
with all relevant hardware components, the opera-
tion system, media endpoints (microphone, camera,
etc.) and the WebRTC Function in the Web browser.

*  WebRTC IMS Client (WIC) is an application using
the WebRTC extensions in the browser and can in-
teroperate with the IMS access architecture.

*  Proxy Call Session Control Function (P-CSCF) en-
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hanced for WebRTC (eP-CSCF)is a P-CSCF includ-
ing the IMS Application Layer Gateway Function
(IMS-ALG) with the additionally functions of signal-
ing gateway (to interoperate IMS-Signalling with We-
bRTC Signalling), the control function for the media
plane and optionally to interwork for user authoriza-
tion with the WebRTC Authorisation Function
(WAF).

* IMS Access GateWay enhanced for WebRTC
(eIMS-AGW) acts as a standard IMS-AGW, enriched
with all necessary media plane interworking tasks
(Real-Time Transport Protocol/ Secure Real-time
Transport Protocol - RTP/SRTP - mapping; Network
Address Translation - NAT - traversal mechanisms;
media codec transcoding, etc.)

*  WebRTC Web Server Function (WWSF) provides
the Java Script WIC application which is executed
inside the Web Browser. Additionally, the WWSF can
be used for Web based authentication of the WIC.

*  WebRTC Authorisation Function (WAF) provides
authorisation tokens to the WWSF.

*  Other 3GPP IMS standard conform entities/network
elements like Network Address Translation (NAT),
IP-Connectivity Access Network (IP-CAN), Policy
Control Enforcement Function (PCEF), Home-Vis-
ited Policy and Charging Rules Function (HIV-
PCRF), Interrogating/ Serving Call Session Control
Function (I/S-CSCF) remain untouched.

[0011] Regarding the ensuring of a fullend to end QoS
support for a WebRTC clients connected to an IMS net-
work, the 3GPP proposal [7] describes only, that end to
end QoS support can be provided. However, any definite
method or mechanism for this is missing. The current
invention fills this gap.

[0012] Typically, for multimedia-based sessions in IMS
networks, the QoS is negotiated and established before
the user data will be exchanged. In contrast to this, the
WebRTC framework uses several candidate pairs for the
intended communication, so called Interactive Connec-
tivity Establishment (ICE) candidates. Hence, the in-
volved entities (WebRTC Clients and network elements
like eIMS-AGW) do not know the used ICE candidate
pairs for the media path before the communication itself
is established. Therefore, it makes no sense to reserve
QoS resources from the network side before the active
user data exchange phase is started. The current inven-
tion will also overcome this issue.

[0013] An IETF-Draft proposes a QoS mechanism at
the WebRTC client side using Differentiated Service
Code Points (DSCP) [8]. However, if the real-time packet
is transmitted towards a QoS capable network domain,
a QoS class mapping is needed. This draftdoes not cover
any mapping processes for the already integrated QoS
management inside an EPS with its QCI values. Also,
the draft considers only client side marking of IP packets
and does not take care about the QoS interoperability
over the whole network infrastructure. However, client
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side marking of IP packets is also a topic for the admission
control processes. The issue is, if the marking is allowed
and the network enforces the requested QoS parame-
ters, other (unwanted) applications may also request pri-
oritized forwarding. This situation may lead to overall high
prioritized traffic with no benefit for the actual intended
application. Therefore the authorization of client-side re-
quested QoS needs to be clarified. Our invention will also
overcome this issue by enabling provider-based QoS en-
forcement via a separate signalling path.

[0014] The present invention provides a method and
system enforcing QoS characteristics during an active
WebRTC conversation which is established by using an
EPS mobile core network as well as a IMS core for sig-
nalling.

[0015] The invention reuses the standardized EPS ar-
chitecture as well as the new proposed integration of We-
bRTC clients into the IMS network [7]. In this invention,
the WebRTC Client acts as a User Equipment (UE) entity
that provides QoS awareness. It allows requesting QoS
characteristics during the active conversation phase.
With the help of transmission of the status information
(periodical and event-based) for each established media
connection, it is possible to use the EPS QoS resources
dynamically.

[0016] This invention introduces a new architecture
(depicted in Fig. 4), based on [7] (Section Annex U) in-
cluding the new entities named WebRTC Client with QoS
Awareness, WebRTC QoS Signaling Function (WQSF)
and an eP-CSCF*, which is a modified eP-CSCF.
[0017] The WebRTC Client with QoS Awareness re-
ceives this additional feature by executing the WebRTC
JavaScript Application with QoS Awareness functionality
from the WebRTC Web Service Function (WWSF). QoS
Awareness on the application means that a periodical
and event-based examination of the established and
used media channels provides all necessary information
(e.g. media type, media quality, IP flow information, data
rate, delay etc.) inside the client’s application. This will
be sent over the W2 interface for further processing on
the network side. The QoS Awareness Function is added
into the client’s web application as shown in Fig. 5.
[0018] The WebRTC QoS Signaling Function (WQSF)
acts as a Session Initiation Protocol Application Server
(SIP AS) with an embedded Application Function (AF)
which offers the application to require Policy and Charg-
ing Control (PCC) on the network side. The internal ar-
chitecture of the proposed WQSF is depicted in Fig. 6.
The WebRTC QoS Control Engine is responsible for the
control of the SIP AS Function and the AF and their em-
bedded protocol handlers. It assigns the signaling mes-
sages towards the adequate signalling protocol functions
and it performs parsing, validation, and authorization of
the related QoS and charging control messages. Such
messages are sent to the Home/Visiting Policy and
Charging Rules Function (H/V-PCRF). The Rx interface
based messages are parsed, validated, and checked
with its internal policies. If matching criteria are resulting
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positive, the corresponding pre-defined QoS enforce-
ment rule will be pushed into the EPS. Our invention cov-
ers the adequate mapping of the used multimedia chan-
nel information into standardised Diameter Rx requests.
Furthermore, our invention covers the mapping rules for
setting up feasible Dedicated EPS Bearer regarding the
incoming Diameter request. Such mapping rules are:

¢ WebRTC-based Audio streams are related to QCl 1,

¢ WebRTC-based Video streams are related to QCI 2
(Conversational) or QCI 4 (Non-Conversational),

*  WebRTC-basedReal-Time Gaming isrelated to QCI
3,

¢ WebRTC-based Data streams are related to QCI
5-9.

[0019] The new defined eP-CSCF* in Fig. 4 addition-
ally handles all QoS relevant information of the estab-
lished WebRTC conversation. During an established
conversation, allrelevant session and media related QoS
relevantinformation (e.g. used general session identifier,
account names, logical transport addresses and ports,
media type, data rate etc.) is received by the eP-CSCF*
and is mapped into adequate SIP signaling messages
towards the IMS core components.

[0020] Accordingly, the invention provides a method
and system to enforce Quality of Service, QoS, for IMS-
based Web Real Time Communication, WebRTC, in an
evolved packet system network, the method comprising:

a) a Web Application that includes quality of service
awareness by periodic- and event-based analysis of
QoS relevant active session statistics,

b) an eP-CSCF* that is a modified eP-CSCF which
maps the QoS relevant information mapped into ad-
equate Session Initiation Protocol, SIP, signalling
messages towards the IP Multimedia Subsystem,
IMS, core components, and

c) a WebRTC QoS Signalling Function, WQSF, that
acts as a Session Initiation Protocol Application
Server, SIP AS, withanembedded Application Func-
tion, AF, which offers the application to require Policy
and Charging Control, PCC, on the network side,
d) the mapping rules for setting up feasible Dedicat-
ed EPS Bearer classes for audio streams, video
streams, and data streams are:

i. WebRTC-based Audio streams are related to
QoS Class Identifiers, QCI, 1,

ii. WebRTC-based Video streams are related to
QCI 2 (Conversational) or QCI 4 (Non-Conver-
sational),

iii. WebRTC-based Real-Time Gaming is relat-
ed to QCI 3,

iv. WebRTC-based Data streams are related to
QCI 5-9.

[0021] Preferably, one end-point of the communication
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path is a multipoint control unit, MCU, that enables QoS
based communication to multiple WebRTC enabled User
Equipments, UEs.

[0022] More preferably, the multiple communication
unit, MCU, also enables QoS based communication to
non WebRTC clients by transcoding the content appro-
priately.

[0023] According to an aspect, other than the de-
scribed mapping rules according to item (d) above are
used.

[0024] The present invention is described in more de-
tail in the following with reference to the Figures, wherein:
Fig. 1 isillustrating the basic components of a typical
WebRTC Client and its connections to other
network components, based on [3].

illustrates the standardized EPS Bearer Con-
cept with the naming of the sub Bearer, based
on [5].

shows the standardized network-based archi-
tecture to support WebRTC clients into existing
IMS architecture, based on [7].

illustrates the architecture according to the in-
vention, based on Fig. 3. It shows that the ac-
cess network is the EPS (E-UTRAN and EPC).
Furthermore, the WebRTC QoS Signaling
Function is acting as a SIP Application Server,
connected to the IMS core component S-
CSCF.

is illustrating the basic components of a typical
WebRTC Clientenhanced with the QoS Aware-
ness functionality.

illustrates the internal components and con-
nections of the proposed WebRTC QoS Sign-
aling Function (WQSF).

shows a sequence chart of the example use
case, which is described in the description of
invention.

Fig. 2

Fig. 3

Fig. 4

Fig. 5

Fig. 6

Fig. 7

[0025] To understand the presented invention, a sim-
plified sequence chart (see Fig. 7) shows the QoS re-
source request to benefit from the QoS enforcement in-
side the network, initially triggered by the WebRTC ap-
plication. For this use case, the assumption has to be
made, that the WebRTC client is already authenticated,
authorized and hence attached at the network and web
service level, and wants to start a WebRTC call (with
conversational voice, conversational video and data
channel for file transfer) to another participant.

[0026] The use case can be described with the follow-
ing sequences related to Fig. 7:

e Sequence A) shows the WebRTC conversation es-
tablishment phase where a WebRTC peer is starting
a conversation with another WebRTC peer. All rel-
evant session information such as security keys,
candidates for addressing issues etc. are covered in
here but will not be described further. The first se-
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quence is finished at this point. The establishment
of the QoS characteristics will be processed in Se-
quence B.

Sequence B) depicts the actual QoS awareness of
the WebRTC application as well as the information
sending process towards the introduced WQSF. Im-
mediately after starting the real-time data exchange
(atleast one media channelis established), the initial
examination of the established media channel is
started. Inside the WebRTC application, the exami-
nation unitof the WebRTC QoS Awareness Function
processes QoS relevant active session status infor-
mation from each media channel and stores the con-
versation’s session information. Based on the
browser’s event system, the QoS Awareness func-
tion reacts also on media streams which are added
or removed during the active conversation and per-
forms accordingly. A message including all the QoS
relevant information will then be transferred over the
W2 reference point towards the eP-CSCF*. This
function maps the QoS relevant information into a
feasible IMS-specific SIP Request message and for-
wards it to the core components I/S-CSCF. The core
components are processing the request and forward
it towards the WQSF. Relevant QoS information in-
side the request is parsed and validated at the
WQSF. For each flow and media type, the WQSF
performs a mapping of the conversation flow with its
particular media type into a feasible Diameter mes-
sage and requests the QoS treatment in an Author-
ise-Authenticate- or Re-Auth-Request (AAR/RAR).
The mapping is based on the QCl values (e.g. Audio
equals QCI 1, Video equals QCI 2 or 4, Data is de-
pending on the actual application). For each request,
the results of the enforcement procedures inside the
EPS will be sent as an answer from the PCRF to-
wards the WQSF. Inside the WQSF, the answer is
stored and aggregated with other answers, related
to that overall request. If all requests are answered
successful, the WQSF performs a successful mes-
sage signalling along the initial way through the IMS
components and the eP-CSCF*. The indication of
success or failure of this sequence on the client side
is optional.

Sequence C) depicts the finish procedures of the
conversation. If the conversation is stopped by one
of the WebRTC participants, the QoS Awareness
function sends a closing session indication over the
W2. This information will be mapped again as a fea-
sible SIP Request and sent through the core com-
ponents towards the WQSF. The WQSF parses and
validates the request and sends out a Diameter-
based Session Termination Request for the specific
media channel flows to the corresponding PCRF.
After processing and answering all correlated Diam-
eter requests to the WQSF, the WQSF performs a
successful message signaling along the initial way
through the IMS components and the eP-CSCF*.
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The indication of success or failure of this sequence
on the client side is optional.

[0027] Otheraspects, features, and advantages will be
apparent from the summary above, as well as from the
description that follows, including the figures and the
claims.

[0028] While the invention has been illustrated and de-
scribed in detail in the drawings and foregoing descrip-
tion, suchillustration and description are to be considered
illustrative or exemplary and not restrictive. It will be un-
derstood that changes and modifications may be made
by those of ordinary skill within the scope of the following
claims. In particular, the present invention covers further
embodiments with any combination of features from dif-
ferent embodiments described above and below.
[0029] Furthermore, in the claims the word "compris-
ing" does not exclude other elements or steps, and the
indefinite article "a" or "an" does not exclude a plurality.
A single unit may fulfil the functions of several features
recited in the claims. The terms "essentially”, "about",
"approximately” and the like in connection with an at-
tribute or a value particularly also define exactly the at-
tribute or exactly the value, respectively. Any reference
signs in the claims should not be construed as limiting
the scope.
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Claims

A method to enforce Quality of Service, QoS, forIMS-
based Web Real Time Communication, WebRTC,
in an evolved packet system network, the method
comprising:

a) a Web Application that includes quality of
service awareness by periodic- and event-
based analysis of QoS relevant active session
statistics,

b) an eP-CSCF* that is a modified eP-CSCF
which maps the QoS relevant information
mapped into adequate Session Initiation Proto-
col, SIP, signalling messages towards the IP
Multimedia Subsystem, IMS, core components,
and

c) a WebRTC QoS Signalling Function, WQSF,
that acts as a Session Initiation Protocol Appli-
cation Server, SIP AS, with an embedded Ap-
plication Function, AF, which offers the applica-
tion to require Policy and Charging Control,
PCC, on the network side,

d) the mapping rules for setting up feasible Ded-
icated EPS Bearer classes for audio streams,
video streams, and data streams are:

i. WebRTC-based Audio streams are relat-
ed to QoS Class Identifiers, QCI, 1,

ii. WebRTC-based Video streams are relat-
ed to QCI 2 (Conversational) or QCl 4 (Non-
Conversational),

ii. WebRTC-based Real-Time Gaming is
related to QCI 3,

iv. WebRTC-based Data streams are relat-
ed to QCI 5-9.

The method according to claim 1 wherein one end-
point of the communication path is a multipoint con-
trol unit, MCU, that enables QoS based communi-
cation to multiple WebRTC enabled User Equip-
ments, UEs.

The method according to claim 2 in which the multiple
communication unit, MCU, also enables QoS based
communication to non WebRTC clients by transcod-
ing the content appropriately.

The method according to any one of claims 1to 3 in
which other than the described mapping rules ac-
cording to step 1 (d) are used.

A system to enforce Quality of Service, QoS, for IMS-
based Web Real Time Communication, WebRTC,
in an evolved packet system network, the system
comprising:

a) a Web Application that includes quality of
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service awareness by periodic- and event-
based analysis of QoS relevant active session
statistics,

b) an eP-CSCF* that is a modified eP-CSCF
which maps the QoS relevant information
mapped into adequate Session Initiation Proto-
col, SIP, signalling messages towards the IP
Multimedia Subsystem, IMS, core components,
and

¢) a WebRTC QoS Signalling Function, WQSF,
that acts as a Session Initiation Protocol Appli-
cation Server, SIP AS, with an embedded Ap-
plication Function, AF, which offers the applica-
tion to require Policy and Charging Control,
PCC, on the network side,

d) the mapping rules for setting up feasible Ded-
icated EPS Bearer classes for audio streams,
video streams, and data streams are:

i. WebRTC-based Audio streams are relat-
ed to QoS Class |dentifiers, QCI, 1,

ii. WebRTC-based Video streams are relat-
edto QCI 2 (Conversational) or QCl 4 (Non-
Conversational),

iii. WebRTC-based Real-Time Gaming is
related to QCI 3,

iv. WebRTC-based Data streams are relat-
ed to QCI 5-9.

The system according to claim 5 wherein one end-
point of the communication path is a multipoint con-
trol unit (MCU) that enables QoS based communi-
cation to multiple WebRTC enabled UEs.

The system according to claim 6 in which the multiple
communication unit (MCU) also enables QoS based
communication to non WebRTC clients by transcod-
ing the content appropriately.

The system according to any one of claims 5to 7 in
which other than the described mapping rules ac-
cording to claim 5 (d)) are used.
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FIG. 3
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FIG. 4
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FIG. 5
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FIG. 6
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FIG. 7
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